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Disclaimer
The information provided by HIGHGROUND Networks Limited, trading as HighGround (“we”, “us” or “our”) on and originating from highground.io (and on our mobile applications) is for general use purposes only. We shall not be liable for any loss of profits or revenues, whether incurred directly or indirectly, damages incurred, or any loss of data, use, goodwill, reputation, or other intangible losses, resulting from the use of this document. All information and content is provided in good faith, however we make no representation or warranty of any kind, express or implied, regarding the accuracy, adequacy, reliability, availability or completeness, free from viruses or malicious code, of any information or content on or originating from highground.io (or our mobile applications). It is the sole responsibility of the consumer of any information or content to ensure its suitability for use.
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[The purpose section is a declarative sentence which summarizes the specific topic and goals of a document. It is typically included in the introduction to give the reader an accurate, concrete understanding what the document will cover and what he/she can gain from reading it.]

The purpose of this document is to provide organizational standard operating procedures (SOPs) to perform when a suspected cyber incident occurs.  This document describes the step-by-step instruction to follow for properly collecting, acquiring, analyzing and documenting the data found in computer forensic examinations. 

[bookmark: _Toc89236230]3.0 – SOP Scope
[The scope statement details the documents major objectives and includes both what is in scope as well as what is not in scope] 

In Scope
This document provides a step-by-step instruction for first responders in the incident response process.  The sections are broken-down in clear inputs, actions and outputs of the process and include best practices for responding to suspected incidents.  

Not in scope
This document does not cover all digital devices that may contain electronically stored information (e.g., mobile phones, game systems and GPS devices).  Triaging and previewing techniques should only be conducted by properly trained personnel.  There may be times when triaging and previewing a computer are not feasible. Acquisitions and limitations related to cloud computing are outside the scope of this document.





[bookmark: _Toc89236231]4.0 – SOP General Guidelines
[ The purpose of the guidelines are to streamline operations and to provide additional information or context when following the SOP. Points included here are often those which you want to make explicit, or which are not obvious from inference  Guidelines should be issued and used by organizations to make the actions of its employees or divisions more predictable, and presumably of higher quality. A guideline is similar to a rule.]

· Timeliness of response and reporting, and associated notes are invaluable to assist a HighGround incident handler in performing a timely and accurate investigation

· Communication with all relevant stakeholders should be considered carefully throughout all stages of incident response.  Please consider using the RACI matrix referenced in section 6 for reference

· The suspect system and surrounding area are considered legal evidence and must be treated appropriately to retain value of investigation

· At times, it may be necessary for a cyber incident handler to collect evidence outside the original scope (system). 

· Occasionally, there may be a need to conduct traditional forensic processes on media (e.g., DNA and latent prints). These are case dependent and should be discussed with the investigator to determine the need for such processing as well as the order in which the processes should be performed.

· When evidence from the scene cannot be removed, it should be copied or imaged on-site.

· All individuals not involved in the collection process should be removed from the proximity of digital evidence.

· Individuals who may have relevant information (e.g., usernames, passwords, operating systems and network credentials) should be identified and interviewed.

· The scene should be searched systematically and thoroughly. 

· First responders should identify and inventory the different types of devices that may contain digital evidence (e.g., novelty USB drives, servers and wireless storage devices)
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[Describe the necessary inputs required for this Standard Operating Procedure]

We have identified several inputs required for this SOP in the sections below.

[bookmark: _Toc89236233]5.1 – Incident Signal

There should be sufficient intelligence signals from the security operations centre, IT teams, employees or threat intelligence feeds to suggest an incident may have occurred or activity which should be investigated. Examples include:

· SIEM Alert
· SOC Alert
· Firewall Alert
· Security Bulletin from Vendor
· Employee Support Request

[bookmark: _Toc89236234]5.2 - Incident Recording Form

See Appendix A.
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A digital forensics field response kit should contain the following:

· Tool kit (screw drivers, etc.)
· Plastics bags
· Tamper Evident Tape
· Evidence Labels
· Packaging Tape
· Paper Evidence Bags
· Tamper Evident Bags
· Digital camera
· Sterilized removable media
· Imaging Software
· Memory Capture Software
· Disk Imaging Software
· Network Capture Software
· Removable Media 4TB (USB + Network Interface)
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[Describe the necessary actions required for this Standard Operating Procedure]

[bookmark: _Toc89236237]6.1 – Record the Incident in Incident Response Operations Centre

The incident should be recorded in an Incident Response Operations centre or similar system (such as ticketing system) which will be used to track the incident through its lifecycle including time records, activities, communication with involved parties etc.

[bookmark: _Toc89236238]6.2 – Handling Powered-On Systems

· Do NOT power the system down.  
· Isolate the computer from any network connectivity.
· Document and hibernate any running virtual machines.
· Save any opened files to trusted media.
· Only use a triage tool to preview data on a suspect system
· Examine the computer for any running processes. If it is observed running a destructive process, the first responder should stop the process and document any actions taken
· Capture RAM and other volatile data from the operating system
· Determine if any of the running processes are related to cloud or off-site storage.
· When encountered, the first responder should coordinate with the appropriate legal authority to ensure the scope covers the off-site acquisition.
· Consider the potential of encryption software installed on the computer or as part of the operating system. If present, appropriate forensic methods should be utilized to capture the unencrypted data before the computer is powered off. 
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· If the computer is powered off, do not turn on the computer
· Only personnel trained to preview/triage computers should power on the computer and preview/triage data.
· Disconnect all physical network connectivity.
· Consider the possibility of Wake on Wireless LAN (WoWLAN) and BIOS timed booting sequences.
· Verify the computer system for compatibility with triage tools and software.
· Identify and document evidence, if applicable.
· Export evidence to trusted media.

[bookmark: _Toc89236240]6.4 – Handling Loose media

· When possible, use write blocking devices to collect and document evidence.
· Bag and Tag all devices using gloves to prevent evidence contamination. All media should be bagged separately and labelled accordingly


[bookmark: _Toc89236241]6.5 – Handling Powered-On Production Servers
/ - you must know first that you can actually backup resources before you can safely power down - /
· Special precaution should be taken when handling power-on production servers during first response. Enough evidence or cause for concern should be present in order to justify shutting down these systems
· Consult with the IT Infrastructure team to co-ordinate access to systems, and if necessary, a safe and controlled shutdown
· Backup and Recovery status of affected servers should be confirmed before shutdown to prevent locked resources such as SQL Databases from corruption or other damage on shutdown/start-up (this lock can often save these resources).
· Determine whether to get logical files, logical images, or physical images.
· If possible, consideration should be given to the collection of backup tapes and their associated drives, as the tapes may contain additional evidence.
· Unless the situation warrants it, capturing volatile data may not be necessary.
· Warning: Pulling the plug on a server may severely damage the system, disrupt legitimate business and/or create organizational liability. 
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[Describe the required Outputs of this Standard Operating Procedure]
· Provide fast and effective first-responder service to the business – in line with Incident Response Service Level Agreements.
· Identify likelihood of whether an incident has occurred
· Provide necessary information for Incident Handler to perform Incident Triage
· Evidence Gathering: capture and preserve any volatile and non-volatile evidence
· Begin and preserve the chain of custody
· Communicate with relevant stakeholders (RACI)
· Contain the Incident (where possible) and within scope of first responder actions
· Note: first responder is not the incident handler and should not overstep their bounds.
· Document all actions and associated timings on the incident in the Incident Response Operations System (or similar)
· Report to Incident Response Operations Centre for handoff
[bookmark: _Toc89236243]8.0 – Important Considerations & Points to Note
[Note points to consider whilst executing on this Standard Operating Procedure that include the “Dos” and “Don’ts” of actions performed by First Responder] 
DO’s
· Make final revisions to incident response form found in section 5.1
· Prior to sending document, ensure proper communication with all shareholders
· Ensure proper chain of custody of evidence maintained
· Ensure proper handover of evidence to incident handlers
· When in doubt, ask!

DON’TS
· Attempt to determine attribution of incident based on initial findings
· Inform legal parties of the incident type from initial findings – this is the job of an incident handler, not a first responder
· Sacrifice thoroughness of each step to “speed up” the process
· Power on/power off hardware without certainty of outcomes
· Forget to wear gloves!





[bookmark: _Toc89236244]Appendix A – Incident Recording Form
All items completed should be based on information that is currently available. This form may be updated and modified if necessary. Please save a copy of this document and share with a HighGround First Responder.



	1. Contact Information for this Incident

	Name:
	 

	Title:
	

	Office Address:
	



	Work Phone:
	

	Mobile Phone:
	

	Email Address:
	

	2.  Incident Overview

	Provide a brief description: 

















	3. Type of Impact (Check all of the following that apply to this incident.)

	· Loss / Compromise of Data
· Damage to Systems
· System Downtime
· Financial Loss
· Other Organizations’ Systems Affected
· Damage to the Integrity or Delivery of Critical Goods, Services or Information
· Violation of Legislation / Regulation 
· Reputational Damage
· Damage to Staff Moral
· Unknown at this time

	Provide a brief description: 




	4. Type of Data Affected (Check all of the following that apply to this incident.)
	Sensitivity of Data

	Category
	Example

	Public
	This is the data that is publicly available to all the users through organization’s website and through other means. This is generally marketing information that provides the description about a product or information about the organization, etc. Loss of this type of data cannot cause any harm to the organization, its customers, and partners. 

	Internal Use Only
	This type of data is intended for use within the organization or with its business partners. This data cannot be disclosed to outsiders as it may cause harm to the organization’s business. 

	Restricted/Confidential
(Privacy Violation)
	This type of data is the sole property of the organization as it contains sensitive information. The organization implement access control restrictions on such data. The disclosure of this data is a serious crime and can cause severe issues for the organization. 

	Unknown/Other
	Describe in the space provided 




	· Public
· Internal Use Only
	· Restricted / Confidential (Privacy violation) 
· Unknown / Other – please describe:

	Provide a brief description of data that was compromised: 




	5. Who Else Has Been Notified? 

	Provide Person and Title:






	6. What Steps Have Been Taken So Far? Check all of the following that apply to this incident.

	· No action taken
· System Disconnected from network
· Updated virus definitions & scanned system
· Informed Stakeholders
	· Restored from backups
· Log files examined (saved & secured)
· Other – please describe:
· Informed Law Enforcement

	Provide a brief description: 






	7. Incident Details

	Date and Time the Incident was discovered:
	


	Has the incident been resolved?
	


	Physical location of affected system(s):
	


	Number of sites affected by the incident:
	


	Approximate number of systems affected by the incident:
	


	Approximate number of users affected by the incident:
	



	List of systems involved:
(include location, system name, IP address, MAC, serial number, corporate ID)
	

	List all the names, email and phone numbers of all persons involved in detection and initial investigation
	

	Have any clients, partners or vendors been affected by this incident via your business?
	



	Please provide any additional information that you feel is important but has not been provided elsewhere on this form.
	



Please save this document appending 'INITIAL REPORT” to the document name.  This document will be shared with an assigned HighGround Incident Handler
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	INCIDENT RESPONSE TASKS
	First Responder
	HIGHGROUND IR Ops Centre
	External IT
	CFO
	CEO
	Legal

	PHASE 1 INPUT PHASE


	Evidence Collection
	Responsible
	Consulted
	Informed
	Accountable
	Accountable
	Consulted

	Interviews
	Responsible
	Consulted
	Consulted
	Accountable
	Accountable
	Consulted

	Initial Incident Response Form
	Responsible
	Informed
	Consulted
	Accountable
	Accountable
	Consulted

	Chain of Custody
	Responsible
	Consulted
	Informed
	Accountable
	Accountable
	Consulted

	PHASE 2 OUTPUT PHASE
 

	Triage Response/Incident Handling
	 N/A
	Responsible 
	Consulted
	Accountable
	Accountable
	Consulted

	Updated Report
	Responsible
	Consulted
	Informed
	Accountable
	Accountable
	Consulted

	Evidence Handover
	Responsible
	Consulted
	Consulted
	Accountable
	Accountable
	Consulted

	Chain of Custody
	Responsible
	Informed
	Consulted
	Accountable
	Accountable
	Consulted
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